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1. Foron-boarding, one of two arrangements is necessary:
1. Client devices to be on-boarded are connected to the controller over a secure, direct connection, i.e. not the public internet.
2. A separate controller instance is created just for on-boarding and exposed to the public internet without a gateway protecting it.
2. Does not include extensive user information in this scenario, possibly anly an email address. Must include essential data about the client device to ensure
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SDP 1.0 SDP 2.0
AH I Controller
AH Controller o
Open TCP connection & Login Request Message
Login R
SPA packet N @ ogin Response Message
Mutual TLS Handshake @ Logout Request Message
Keep Alive Message
Login Request Message @
AH Service Messages
éLogin Response Message €
Reserved For Private Use
¥ Services Message
AN
AH Controller
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SDP 1.0 SDP 2.0

Controller | AH

| Assumes AH is already initialized |

IH Controller AH

T
Assumes AH is already imializedhl

SPA

Open TCP Connection

Open TCP connection

Mutual TLS Handshake

SPA packet

Mutual TLS Handshake ;
Login Request Message 5
ELogin Response Message

Login Request Message

Login Response Message

Keep Alive Message
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Services Message IH Authenticated Message;
Open TCP connection IH Authentication Message
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SPA data
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SDP 1.0 SDP 2.0

IH AH Service m AH
Open TCP i ‘ Assumes AH i§ already initialized |
SPA packet HEa
Mutual TLS Handshake 3 Open TCP Connection
Open Connection Request Mutual TLS Handshake
Open appropriate connection type Open Connection Regusst
Open Connection Response @
cpmn e Bespne C Open Connection Type
loop ] [: Send data both directjons] Open Connection Response
{m}
<raw data> Send Data Both Directions Rawpae
Data Message Data Message
Data Message Data Massage
<raw data> Raw Data

Close Connection

Connection Closed

IH AH Service
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SDP 1.0

SPA is based on RFC 4226 (HOTP) with the following parameters:

Client: RFC 4226 uses the term “client” to refer to the generator of the SPA packet. In the S|
architecture, the client is either the IH or the AH.

Server: RFC 4226 uses the term “server” to refer to the authenticator of the SPA packet In t
architecture, the server is either the Controller or the AH.

Seed: The seed is a 32-bit unsigned integer shared between each communicating pair (i.e.,
Controller, AH-Controller, and IH-AH). The seed must be kept secret.

Counter: The counter is a 64-bit unsigned integer that must be synchronized between com:
pairs. In RFC 4226, this is done via a “look-ahead window” (because the typical use case for
hardware OTP token). However, for the SDP protocol, the counter can be sent in the SDP p:
obviating the need for a look-ahead window and the for the ct
sync. Note that the counter does not need to be kept secret.

icating pair t

Password: The HOTP value generated by the RFC 4226 algorithm.

Password Length: The password length is fixed to 8 digits.

For the SPA protocol, a single SPA packet is sent from the client to the server. The server does not
format of the packet is:

P

Tcp AID (32-bit) Password (32-bit) Counter (64-bit)

After receiving the packet, the server must enable the client to connect via mutual TLS on port 443.

SDP 2.0

ClientiD 32-bit numeric identifier, assigned per user-device pair. This field is optional, and used for SPA schemes that
distinguish on a per-client basis

Monce 16-bit random data field prevents replay attack by avoiding SPA packet reuse

Timestamp Prevents servicing outdated SPA packets, by ensuring a short time period of validity (example 15 to 30
seconds).

Source IP The publicly visible IP address of the initiating host. This is included so that the Accepting Host does not rely

Address on the source IP address in the packet header, which is easily modified en route. The IH must be able to
obtain the IP address for use by the AH as the origination of packets.

Message Type | This field is optional - it may be used to inform the recipient what type of message to expect from the IH
after the connection is established.

Message This field is optional and will be dependent on the Message Type field.

String. Far example, this field could be used to specify the services that an IH will be requesting if known at
connection time.

HOTP This hashed one-time-password is generated by an algorithm such as RFC 4226, based on a shared secret.
The use of an OTP is required in SPA packets for authenticity; other OTP algorithms can be substituted with
the overarching goal of providing authenticity of the SPA packet.

Counter The counter is a 64-bit unsi integer i to be syr between communicating pairs. In RFC
4226, this is done via a “look-ahead window” (because the typical use case for RFC 4226 is a hardware OTP
token). However, for the SDP protocol, the counter can be sent in the SDP packet obviating the need for a
look-ahead window and the potential for the communicating pair to be out of sync. Note that the counter
does not need to be kept secret, however AHs should have mechanisms in place to avoid malicious use of
very large counters, potentially denying service to (legitimate) IHs sending lower counter values.

This field is optional, depending on the OTP algarithm chosen.
HMAC Calculated over all fields above. Algorithm choices are SHA256 (recommended), SHA384, SHA512, and

SM3. The HMAC is calculated using a shared (secret) seed. The HMAC is calculated over all prior fields of
the message and then used by the AH to verify message integrity. The HMAC validation is computationally
lightweight, and therefore can be used to provide resiliency against DoS attacks. Any SPA packets with
invalid HMACs will be immediately discarded.
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Calculated over all fields above. Algorithm choices are SHA256 (recommended), SHA384, SHA512, and

SM3. The HMAC is calculated using a shared (secret) seed. The HMAC is calculated over all prior fields of
ssage and then used by the AH to verify message integrity. The HMAC validation is computationally

lightweight, and therefore can be used to provide resiliency against DoS attacks. Any SPA packets with

invalid HMACs will be immediately discarded.

HMAC
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Identity Provider Controller Machine or Network User / Device
Credential Maker Controller SDP Client
(separate, restful API) App User
) 1. Admin creates new 2. User installs

- Client ID via controller API. client software

w iz=e Note) 3. User starts
4. User enters client software

5. SDP client requests :optroller address,
- identity token from IdP

- 6. User authentication exchange >
7. 1dP sends user identity .
token Client sends request to be

9. Credential Request| ©n-boarded, includes identity
Credentials per ~—————— token
User-Device Pair: 10. New Credentia“
1. TLS Encryption Key o )
2. TLS Certificate New Credentials | )
3. SPA Encryption Key 12. New Credentials
4. SPA HMAC Key 4 Credential AcK i
14. Set
“on-boarded” flag
15. Notify all relevant
- gateways
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Device Validation

Mutual transport layer authentication proves that the device requesting access to the SDP possesses a private
key that has not expired and that has not been revoked, but it does not prove that the key has not been
stolen. The objective of Device Validation is to prove that the proper device holds the private key and that the
software running on the device can be trusted. In the simplest form of SDP described in this document, the
Controller is assumed to be a trusted device (because it exists in the most controlled environment) and the IHs
and AHs must validate it. SDP Gateways that aren’t also acting as accepting hosts are also assumed to be
trusted components as they are under the control of the enterprise operating the SDPs.

User devices, on the other hand, require validation. Device Validation mitigates credential theft and the
resultant impersonation attacks. The user’s device which has been authenticated with the SPA message is
allowed to connect to the SDP controller via the SDP gateway. This process ensures that an attacker will not
be able to access services on or behind the AH, even if the user Is in possession of the correct private keys for
the connection. All packets are dropped from the user’s device unless authenticated and authorized via SDP,
thus preventing any incoming packets from all unauthorized user devices. Device validation protocols are
enterprise and product-specific, and as such are beyond the scope of the SDP specification

SDP systems must support the ability to integrate with enterprise device management / endpoint
management systems, and include their device posture checks into a device validation process. In addition,
SDP systems should support the ability to perform local device posture checks, in environments where the SDP
system has software running locally on the user device. For example, an SDP client could validate that a user’s
device contains a valid certificate issued by the enterprise, Or, it could validate that the device is running an
approved Anti-Virus component. Note that these aspects are related to the overall Zero Trust approach that
SDP supports - using device information as additional context for making access policy decisions. Also note
that “devices” here can also refer to servers, which can and should be validated, in many of the same ways as
user devices.

Ao a o omeCoud

CIMA G IX security
GREATER CHINAREGIONalliance ®




BBER TSDPHERZEMAINISTHRER Z BRI X R

Core Zero Trust Logical Components

SDP Controller = PDP
AH = PEP
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For cloud infrastructures, SDP integrates security at:
e the network layer where virtualization® provides computing, storage, and monitoring
the transport layer where cloud APIs tie virtualized assets to resource pools and users
the session layer where the underlying virtualized infrastructure is managed
the network access layer where middleware manages application tiers and the application

®
®
*
e the application layer that provides business value to users
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In short, consider the Software-Defined Network
(SDN) and the Network Function Virtualization (NFV)
as two sides in a network virtualization triangle, the
Software-Defined Perimeter (SDP) completes the
missing piece of this triangle. Even though, both
SDN and SDP operate in the networking arena and
have similar names, the SDN can be considered as
the brain which orchestrates network operations,
while the SDP introduces reliable network
connectivity with zero trust concepts without
significant obstruction.
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